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Online Exam Considerations 
When administering exams online, there are some specific challenges to keep in mind. Please consider 
the following aspects of online exams as you adapt your final examination to the online environment. 

Virtual Proctoring 
Virtual proctoring systems are designed to allow instructors to observe students remotely as they write 
their exams. There are two main types of virtual proctoring systems:  
 

● Automated systems record a student as they write their exam using the student’s webcam. These 
systems use video analytics to flag suspicious behaviour. The instructor is provided with the 
recording to review when the examination is complete. Respondus Monitor fits within this type of 
virtual proctoring system. 

● Remote invigilation systems allow invigilators to watch students using the student’s webcam as 
they write the exam. Zoom fits within this type of virtual proctoring system. 

 
Before deciding to use virtual proctoring, there are some important limitations to both types of proctoring 
systems that should be considered.  

Limitations 
There are several limitations presented by virtual proctoring.  
 

1. Students and invigilators require a stable internet connection and a working webcam. However 
they may not have access to either the necessary hardware or the required internet access. If a 
student’s connection to the internet drops or their computer crashes, they will lose access to the 
exam. The CCS help desk will not be able to assist students in navigating proctoring systems and 
has limited capacity to respond quickly to basic problems like forgotten passwords.  

2. Being invigilated virtually, either live or recorded, may increase student anxiety, especially if they 
do not have a quiet, private location with which to write the exam, they are in a different time 
zone, or because they are uncomfortable being watched on camera. 

3. Virtual proctoring should not be seen as a fail proof method of preventing academic misconduct. 
Policy 60 Academic Integrity states that “for a finding of (academic) misconduct to be supported, 
based on the information presented, it is more likely than not that the student engaged in 
academic misconduct. The onus is on the University to establish that misconduct has occurred.” 
Given the technological limitations of the virtual proctoring solutions currently available, it does 
not seem likely that evidence collected in support of a suspicion via virtual proctoring can meet 
this standard. Virtual proctoring can thus be seen as a deterrent only. 

4. Students may have concerns regarding their privacy, as video of the student and their environment 
will be captured by the camera while writing the exam, whether recorded or not. Instructors must let 
students know that they may need to consider preparing the space in which they are completing the 



 

exam so that personal details are not visible to invigilators. Finding a space that meets these 
requirements may place an undue burden on students.    

For more information on virtual proctoring, please visit our Continuity of Teaching page. 

Designing Effective Online Exams 
Rather than relying on virtual proctoring, many of the challenges presented by online exams can be 
addressed through intentional pedagogical design. These strategies can help ensure that both students 
and instructors perceive the assessment process as valid, reliable, and fair, as well as create a less 
stressful, more inclusive environment for students.  

1. Discuss academic integrity with students and communicate clear expectations 
● Explicitly reinforce the importance of academic integrity and inform students of what constitutes 

cheating in an online exam to help reduce both intentional and unintentional acts of misconduct 
(McGee, 2013; Sewell, Frith, & Colvin, 2010).  

● Provide a link in D2L to Ryerson’s Academic Integrity website and Policy 60: Academic Integrity. 
Ensure that your students know that they can obtain virtual help from the Ryerson Library and 
Student Learning Support 

● Create an honour system with your students and use this as an opportunity to promote academic 
integrity as opposed to preventing academic misconduct. For example, make the release of an 
exam contingent upon the student’s acknowledgement of an honour code such as the following: 

Consistent with Ryerson’s Policy 60: Academic Integrity, I agree that all the assignments, 
quizzes, project work and exams I complete will represent my work and my work only. I 
understand that all forms of academic misconduct are prohibited. I also understand that academic 
misconduct includes, but is not limited to, all forms of cheating, including the use of unauthorized 
materials, plagiarism, false identification, and forgery. In addition, I understand that it is my duty 
and my responsibility to familiarize myself with Ryerson’s Policy 60: Academic Integrity and 
inform the instructor if I become aware of any violations to this Honour Code. 

2. Create questions that test comprehension, not just recall 
Build test questions that require students to use higher-order thinking skills involving application, 
evaluation, or synthesis, rather than factual recall (Olt, 2002). These types of questions are a more 
effective measure of student learning outcomes and also improve the validity of your exam by ensuring 
that students cannot easily find or exchange answers.  

3. Convert your exam format to open book 
Design your exam to be completed by students with full access to their textbook and the internet. The 
questions should be more challenging and, as mentioned above, require higher-order thinking skills such 
as application, evaluation, and synthesis rather than factual recall.  
 
For example, you could ask students to connect what they have learned in the course to their own lived 
experiences, observations, workplaces, and communities. Put an emphasis on the process as well as the 
final product – ask students to document their process verbally or visually (this could also include a self-
reflection component). 



 

 
Alternatively, you could convert your final exam into an open-book assignment that students can upload 
to a D2L assignment folder. If using D2L, you have the option of requiring students to submit their work 
to Turnitin. Please review some additional examples from the Rethinking Final Assessments Guide. 

4. Create a question pool 
D2L Brightspace quizzes include a feature called “Question Library” which allows you to create pools of 
questions from which a specified number is randomly drawn for each student. This prevents students 
from being able to compare questions and answers (e.g., “What did you get for number 20?”) because 
no two students will receive the same exam. Even when two students receive the same question, it will 
be numbered differently.  

5. Randomize the sequence of questions and multiple-choice options 

In randomizing the sequence of questions and multiple choice answer options, students may receive the 
same questions, but they will not receive them in the same order therefore making it harder for them to 
share.  

6. Lock down certain D2L features when your students are taking the exam  
This can include disabling the right-click mouse function to deter students from copying and printing the 
exam questions.   
 
You are also able to present questions one at a time and prevent students from moving back through 
previous pages. If you choose this option, let students know that they won’t be able to go back in the 
exam to revisit or revise their answers to previous questions.  

7. Give students opportunities to practice taking online exams 
Keep in mind that some students may be new to online assessment. Provide explicit instructions for 
completing exams. Help students become familiar with the online exam format by creating a short 
practice quiz that allows unlimited attempts. If you are using virtual proctoring, a trial run of the system 
with all students to resolve problems in advance is strongly recommended. 

8. Schedule your online exam according to the current exam schedule 
For Winter 2020, final exams will be held according to the existing exam schedule. Chang School exams 
should be held during week 13 at their usual day and time. 

Requiring the same exam start time may be challenging if you have students who reside in different time 
zones; however, it can still be accomplished. Announce the exam date and time in advance, and allow 
students with timing conflicts to let you know as early as possible in order to make alternate 
arrangements. 

You can set a time limit for completion of the exam, however please keep in mind that students who 
experience technical difficulties would be unable to reenter the exam if the window has passed. The time 
limit should also be adjusted for students with accommodations. We recommend providing extra time for 
all students to reduce stress and prevent issues related to technology failures.  



 

Questions? 
The Digital Media Projects team in the Centre for Excellence in Learning & Teaching has created 
resources to help you configure your online exam. Once you have determined the most suitable exam 
option for your course, please visit their create a quiz page for instructions on how to build your online 
exam. If you would like additional support or resources, please contact teachingcentre@ryerson.ca.  


